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Introduction

Over the past few years, the Internet has caused the most radical social changes to civilization since the telephone and television revolutionized communication and mass media.  The Internet has more far-reaching implications for society due to its interactive nature. A telephone only works when you know the party whose number you are dialing.  Television is a passive device, only allowing viewers to select from a set of predetermined program choices.  But just as these two forms of media have changed the way we live so too does the Internet change our world through the multitude of information available to us.

One of the greatest concerns facing the Internet industry is how to deal with censorship.  There is an urgent need for a viable solution to Internet censorship that can cut across national borders and still satisfy both proponents for and against complete free speech.  It is widely recognized that pornography, and specifically child pornography, is an undesired form of entertainment to many.  The Internet poses a challenge to lawmakers and the citizens of their communities because of its loose structure and organization.  It is difficult, if not impossible, to apply any set of standards to the Internet community because it reaches across national and local boundaries with different attitudes and beliefs in those areas.  There is a pressing need to regulate this aspect of the Internet similar to movie and television ratings due to its accessibility and usage among children in this increasingly technological world.

Law and the Borderless Community

The borderless nature of the Internet community threatens existing notions of jurisdiction law and social norms.  The Internet is the newest form of communication and the only one that can truly be classified as a “many-to-many” medium.
  This “many-to-many” structure has the ability to foster virtual communities and human interaction without respect to physical boundaries. Online communities interact without necessarily knowing the locations of other individuals or where the server disseminating the information resides.  Laws regarding other forms of human interaction such as commerce and print media generally rely on geographical locations and physical boundaries as clues to acceptable behavior.  The Internet presents a much more problematic challenge because, “the Net radically subverts a system of rule making based on borders between physical spaces, at least with respect to the claim that cyberspace should naturally be governed by territorially defined rules.”

Physical and legal boundaries that exist in real life, such as townships, are easier to police than cyberspace. Local law enforcement officials and elected lawmakers have a physical presence and clearly defined jurisdictions.  On the Internet, no such physical or legal jurisdictions exist.  The lack of borders and jurisdictions, coupled with the ease at which anonymity can be achieved, allow Internet denizens to wander throughout online communities and traverse the world without leaving their physical locations or being subjected to the laws that govern the state where the web site is viewed.  Whereas members of real life communities often censor themselves or conform to social norms to avoid ostracism or harm, Internet users currently have no overwhelming burden to worry about physical or legal harm in most cases. 

Problems Applying Community Standards to a Borderless Community

Democracies like the United States gather their legitimacy through informed consent of those being governed.  The First Amendment guarantees that citizens have the right to communicate their ideas freely, no matter how unpopular.  The Internet and its disjointed nature challenge both of these ideals.  The current state of technology is not one that easily and cheaply supports legal censorship based on geographical boundaries. “Consent of the governed” is usually provided by citizens of a particular state or jurisdiction, so how can a law produced in one area rightfully govern Internet users in a different geographical region? Community standards, currently tied to physical and legal boundaries, pose a problem to the Internet community. No technology currently exists that would easily enable Internet service providers (ISPs) to filter material by physical boundaries.

  A national service provider, such as UUnet, cannot block banned sites from Minnesota and still make them readily available to citizens in California.  In effect, Minnesota laws regarding Internet usage would govern California residents.  The residents of California neither vote for the Minnesota lawmakers nor do they necessarily subscribe to the same type of community standards and belief systems.  The California residents are being governed without their consent, and are therefore subjected to illegal laws in respect to their community.

State laws regarding decency have been challenged in court cases such as Miller vs. California (1973), United States vs. Thomases (1994), and ACLU  vs. Reno (1996), which deals with the Communications Decency Act.  When state laws are routinely struck down in court, the nation has two options.  The first is to continue leaving moral and ethical matters up the state courts and the second is to create laws delineating national standards.  Twenty years ago, Miller vs. California demonstrated the main problem with national involvement in community standards; the definition of “standards” varies widely across a nation as vast and heterogeneous as the United States.  The outcome of the court case “established three-part guidelines for determining if material is obscene under the law (and not protected by the First Amendment):

(1) It depicts sexual (or excretory) acts whose depiction is specifically prohibited by state law;

(2) it depicts these acts in a patently offensive manner, appealing to prurient interest as judged by a reasonable person using community standards;

(3) it has no serious literary, artistic, social, political, or scientific value.”

In “A Gift of Fire,” Sarah Baase contends that the second portion of the guidelines “was a compromise intended to avoid the problem of setting a national standard of obscenity in so large and diverse a country.”
 Although this case took place before the Internet, the same problem regarding the setting of moral and ethical standards in a diverse society persists online. 

Unlike Miller, the United States vs. Thomases case forced the United States to deal with community standards in the new realm of the Internet. In the Thomases case, a postal inspector in Tennessee downloaded images deemed illegal in his state from the Amateur Action BBS site in California, where it was legal to possess such material.  The couple that ran the BBS were tried in Tennessee and found guilty by its community standards, although they were legal residents of California. It is also interesting to note that the postal inspector, who asked for the material in order to trap the couple, was the only “member” in Tennessee. Also, it was the postal inspector who made the call to the BBS and began the transfer of files. In essence, the California couple (the Thomases) did not actively send him the obscene electronic files. His actions of calling up the BBS and initiating the download of files are analogous to him traveling to California and picking up the material himself.  If he had actually driven to California and taken the files home to Tennessee, the couple in California would not have been charged under Tennessee law for illegal activity. This discrepancy outraged both the ACLU and many Internet communities. According to an ACLU spokesman, trials like this declare that “nothing can be put on the Internet that is more racy than would be tolerated in the most conservative community in the U.S.”
  If this is true then regulation of the Internet, even at the national level, threatens the First Amendment rights of citizens beyond the “most conservative community.” 

The Amateur Action BBS was an online community, yet its actions were restricted by laws created in a physical community governed by lawmakers it did not elect.  Although downloading the files was the same as picking the files up physically, why was the couple in California prosecuted for distributing the electronic material? Should the rights of online communities be protected the same as the rights of physical communities?  While online “personalities” are physically only data sets represented in zeroes and ones, Lawrence Tribe, Tyler Professor of Constitutional Law at Harvard Law School, contends that “although information and ideas have real effects in the social world, it’s not up to government to pick and choose for us in terms of the content of that information or the value of those ideas.”
  

This case also deals with the earlier mentioned problem of determining borders and legal jurisdictions on the Internet. Did the offense occur when the material reached his computer, when it left California, or when the Tennessee man became a member (despite the fact that the Constitution protects the right to join groups)?  These questions require a well-defined classification of Internet communities and moral/ethical “standards” before they can be answered.  The United States government is not finding this task easy.  One of the largest and most recent case studies about the United State’s foray into the arena of a national standard for the Internet involves the Communications Decency Act (1996).

The CDA: The Beginning of Community Standards?

The Communications Decency Act was developed to allow censorship of the Internet, as its intent was to keep the Internet safe for children.  Before the CDA’s creation in 1996 the FBI reported that the Internet and BBS systems were becoming new tools for distribution of child pornography.  Not only was the Internet a good place to find child pornography but also child molesters were finding that email was a perfect tool for luring away unsuspecting children to secret meetings.
  After this became apparent to the public, the Senate quickly drafted up the CDA and passed it as part of the larger Telecommunications Act of 1996.  The main focus of the CDA was to protect children by punishing anyone who published anything “obscene” or “indecent” on the Internet.  Not only did this act provide punishment for the party who published the said materials but also any other parties who enabled the child to access these forbidden materials such as internet service providers (ISPs).  There have been so many problems with the CDA since its passage in 1996 that it has been extremely ineffective in its attempt to protect children and censor the Internet. 
Let us start with perhaps the most important problem with the CDA and that is its blatant abuse of the First Amendment rights to freedom of speech, “Congress shall make no law… abridging the freedom of speech, or of the press…”
  The CDA essentially was just this, a law that would prevent people from expressing their thoughts through speech on the Internet.   The law attempted to avoid this conflict by focusing on keeping this “indecent” information away from minors.  It did not anywhere say that this information is not allowed on the Internet, it just states that anyone who makes this information available to minors is punishable by $100,000 fine and up to two years in prison.
  Companies like AOL would then be liable for having indecent material and allowing minors to view it.  Where are these companies to draw the line in order to protect themselves from prosecution when this law would require them to act to block this information from children?  How are they to know whether it is a child or an adult accessing this information? 
The CDA in this case moved the burden of censoring from the government onto the private industry.  They forced the ISPs, such as AOL, to censor their service in order to comply with the CDA or face prosecution and legal sanctions.  The government really showed no desire to attack those that are actually publishing the questionable information.  They seemed to have adopted a top-down approach to this problem.  Rather than deal with censorship themselves they let the companies weed it out as opposed to going after the publishers of indecent materials, leading to chaos in the Internet industry.  The industry fought back by saying that they would potentially have to invade users privacy to screen emails to be sure they are not sending indecent information back and forth through email on their service since they can now be liable for it.  This raised many problems for the ACLU, as no one wants their mail read by someone else.  Privacy concerns coupled with the sheer volume of email and web chat postings would require software filters to filter out certain words or phrases, and to disallow access to anything that could be considered indecent.  

With no clear guidelines as to what is and is not indecent or obscene, service providers had no way of knowing what to censor and what not to censor.  The guidelines set by Miller vs. California as stated above were extremely ineffective and still are.  Those guidelines were very vague and mainly turned to other sources such as state law or community standards for advice on how to interpret indecency.  What would be needed in order for the CDA to properly work would be clear-cut distinct guidelines as to what is considered indecent. During their struggle to protect themselves from potential prosecution AOL included the word “breast” in their list of words banned from user profiles.  Within a week the company was under protest and ridicule by breast cancer patients.
  Similar incidents occurred with the filtering of email and other postings.  Opponents to the CDA claimed that sections of the Bible, some of Shakespeare’s plays, and serious sexual discussions such as those involving AIDS should also be blocked if the CDA were to be followed to the letter.  Of course this appears insane that these serious discussions could be blocked by the CDA, but some people may consider them to be unacceptable for minors to read due to the amount of sexual content contained in them.  Many of the supporting groups of the CDA, such as many conservative religious groups, thought that it was ridiculous for the Bible to be considered indecent for minors, but given the lack of standard guidelines the CDA could easily be read to exclude nearly anything.  

The courts, of course, would eventually have to enter the fray and determine whether the CDA was constitutional and if so what guidelines would be associated with it to allow proper enforcement.  In a case similar to this, the Supreme Court struck down a Michigan law that made it illegal to sell materials that could be damaging to minors.  Justice Frankfurter said, “The state may not reduce the adult population of Michigan to reading only what is fit for children.”
  By applying this precedent to the CDA case, as age cannot be determined over the Internet this would essentially be the same case and then the CDA would be declared unconstitutional for attempting to lower the general population of the United States to the level of children.  The CDA has never really been able to be enforced as it has been in and out of the courts constantly since its inception.  

This particular law has been protested multiple times by groups, such as the ACLU, for breach of the First Amendment as discussed above.  Johnson vs. ACLU  (1998) helped lead up to the later cases against the CDA.  This case was decided much like the other decision of the Supreme Court over state law that prevented adults from speaking freely on the Internet as children may access that information.  These cases have struck down the “harmful to minors” concept of regulation of the Internet in order to allow free speech of adults in an environment such as the Internet.  This has led up to a great deal of confusion which the Supreme Court had a tough time arguing against, when the appeals finally made it to the Supreme Court in 1997.  In the case of Reno vs. ACLU the CDA was declared to be unconstitutional due to its vagueness with respect to what is considered indecent.  They stated that to protect children the current laws against obscenity and indecency should still apply to the Internet.  The courts said that it is still illegal to possess pornographic pictures of children whether it is emailed or actual pictures.  If the material in question is child pornography then it is still subject to the child pornography laws and not subject to the first amendment even on the Internet.  But sexual expressions are still covered under the first amendment as long as they do not break any of the current obscenity laws, such as child pornography.
  

As the Supreme Court overruled the CDA, there will most likely be more attempts to protect children and censor the Internet to some degree.  The CDA obviously was a poor attempt to solve the problem of Internet indecency and more solutions must be developed.  Even a working CDA would not solve the problems on the Internet due to the community issues discussed in this paper.  The Internet is more than just the United States so a United States law would not be able to rule the Internet fairly when applied outside of the domain it was established in.  Another solution must be developed to address the problem of censorship and community on the Internet.

A Borderless Solution

The problems of the borderless nature of the Internet can only be resolved with a borderless solution. A method that is not based upon local, state, or national norms or standards is the most effective way to regulate the international character of Internet content. This method must allow for individuals to choose their own standards, thus avoiding the problem of infringement upon individual liberties.


A solution that follows these guidelines is the Platform for Internet Content Selection (PICS), created by the Massachusetts Institute of Technology’s World Wide Web Consortium.  This is how PICS works: 

People can electronically distribute descriptions of digital works in a simple, computer-readable form. Computers can process these labels in the background, automatically shielding users from undesirable material or directing their attention to sites of particular interest.

This allows for people to personally filter material that comes onto their computer screens. The ultimate goal of PICS is “facilitate the development of technologies to give users of interactive media, such as the Internet, control over the kinds of material to which they and their children have access.”  The way that PICS will accomplish this goal is also described in its Statement of Principles: 

In order to advance its goals, PICS will devise a set of standards that facilitate the following: 

Self-rating: 

Enable content providers to voluntarily label the content they create and distribute. 

Third-party rating: 

Enable multiple, independent labeling services to associate additional    labels with content created and distributed by others. Services may devise their own labeling systems, and the same content may receive different labels from different services. 

Ease-of-use: 

Enable parents and teachers to use ratings and labels from a diversity of sources to control the information that children under their supervision receive. 

This software allows Internet users to choose for their own selves what they want to see on the Internet.  This is all possible without having to regulate what content is available on the Internet. 


The PICS method of Internet content regulation has good implications for censorship and the continued free flow of information on the Web.  Furthermore, the ability of individuals to control what they see and to control inadvertent viewing of obscene materials is important in protecting what people may perceive as obscene or dangerous information on the Internet. 

To steer clear of the most obviously offensive, dangerous or just boring neighborhoods, users can employ some mechanical filtering techniques that identify easily definable risks… These labels can convey characteristics that require human judgment--whether the Web page is funny or offensive--as well as information not readily apparent from the words and graphics, such as the Web site's policies about the use or resale of personal data. 

The important part of this quote is “users can employ some mechanical filtering techniques that identify easily definable risks.”  Under the PICS system, the user is in control of what he or she views on the Web.  By plugging in what type of content he or she wishes to view or not view, then the user is making the ultimate choice as to what standards he or she wants to follow.  The question of government regulation of content on the Internet becomes a moot point because the user is using the freedom of choice to determine what community standards apply to him or her.  With this system, the amount and type of content on the Internet does not have to change, the question of the First Amendment can be avoided, and Internet communities can thrive. 


PICS helps to bring offline community standards into the online arena through its third party labeling system.  Members of communities that have their roots offline can bring their community standards into the realm of cyberspace using the PICS by creating a personal labels system.  This allows those who subscribe to a particular community to implement the labels system on the filtering software that they are running, in order to bring the standards that they follow in their offline lives into the online world. An example of this type of third party labeling and self-imposed community content regulation is
The Simon Wiesenthal Center, which tracks the activities of neo-Nazi groups, could publish PICS labels that identify Web pages containing neo-Nazi propaganda. These labels would be stored on a separate server; not everyone who visits the neo-Nazi pages would see the Wiesenthal Center labels, but those who were interested could instruct their software to check automatically for the labels.

This example of the Simon Wiesenthal Center’s content regulating label system clearly illustrates how offensive material does not have to be censored in order to stop people from viewing it.  Someone who does not want to see this material, or does not want children to see this material can easily block it from being accessed simply by typing a code into the program.  A member of this type of community that does not wish to view this material is then holding their own personal self to the same standard online as offline.

Like ratings that are used to categorize content of movies and television shows, any ratings system of the Internet will inevitably be the subject of government interest. This is a problem with the system that Dr. Resnick addresses as well:

The most obvious are the questions of who decides how to label sites and what labels are acceptable. Ideally, anyone could label a site, and everyone could establish individual filtering rules. But there is a concern that authorities could assign labels to sites or dictate criteria for sites to label themselves. In an example from a different medium, the television industry, under pressure from the U.S. government, has begun to rate its shows for age appropriateness. 

This potential problem is important because the government may seek to provide its own standards to the Internet.


Another problem inherent with PICS is that people who do not have their own computers will not be able to create their own standards. Those who do not control their own access to the Internet, it is very difficult for that person to gain the benefits of PICS. However, assuming that the only place they may attain access is a public library, a system of creating preferences based upon the library card identification system is the only way to solve this problem. If each person in a community can gain access to the Internet and have the ability to determine his or her own standards, then the digital divide problem of the PICS system can be resolved.


“Rather than censoring what is distributed, as the Communications Decency Act and other legislative initiatives have tried to do, PICS enables users to control what they receive.”
 When people get to choose for themselves what “quality” actually means to them, they are defining their own community. Because of the border-less nature of the Internet, a user-based decision-making approach to content regulations allows people to determine what community they wish to belong to. The self-regulation allows individuals to have the freedom to make their own choices as to what they want to view on the Web. While governments may try to standardize labels for types of web sites, the issue of where the material still remains. However, governments whose sovereignty is based on physical borders thus are not suited to make decisions for communities that cross borders. This means that until the entire world agrees on a standard of labels, which is highly unlikely, if not impossible, self-regulation is the best way to allow all members of communities, both on-line and off-line, to maintain their own standards of decency and their freedom. Thus, the PICS system is the best way to maintain community standards all across the globe while keeping the freedom of choice viable for all individuals.

CONCLUSIONS

The key to solving the problem of Internet regulation will ultimately lie within private industry.  Most democracies protect the freedoms of speech and expression to such a large degree that it is difficult to prohibit dangerous forms of these expressions.  It is imperative that the Internet industry takes the initiative to filter their content before the government steps in and enforces an inadequate solution.  Often the government can not address problems with the accuracy and efficiency of private industry because conflicting interests such as voters and special interest groups drive it to contradict itself time and time again.  The PICS method of Internet filtering has already been researched and implemented in Australia, a country with a governmental democracy system similar to the United States. 

The Internet provides the unique opportunity for people to experience very different viewpoints and perspectives.  The various amounts of information available to users allows for beneficial information as well as undesirable information to be accessed by the viewing public.  A filtering system must be implemented by the Internet industry to protect children from viewing illicit material and to also prevent illegal images to be proliferated in cyberspace.  No government is qualified to regulate a realm in which other citizens of other governments can be affected by such policies.  Nor can any government seek to regulate the thoughts and feelings that their own people express on the Internet let alone those of individuals in other countries.  Self-regulation of private industry is the only sensible solution to such a complex situation where the various stakeholders are separated by national borders and customs.  Government should foster the development of a filtering system but should not take action to censor itself by telling people of their own country, and those of other nations, what they may or may not see.
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