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INTRODUCTION

Our society today is a complex one with many issues facing it. We question the limits of   our freedom. One dilemma raises its ugly head time and time again. Are we entitled to certain freedoms if they infringe upon the rights of others? The sticky question that our group had to deal with is related to freedom of speech and the First Amendment. Specifically, we are concerned with “Freedom of Speech” as it relates to the Internet and hate groups. Our Constitution has a Bill of Rights that sets forth basic human rights. They address grievances we had against our ruler at that time. While still valid, this document is over 200 years old. The reason that this causes so many problems for our society is the speed with which our technology has changed our lives. Our courts have been required to interpret the meaning and intent several times and lawmakers have had to add amendments to keep with our constantly evolving society. Our group has chosen to address the problem of hate groups on the World Wide Web and the extent of their right to express their beliefs. The focus of our group will be to show that while distasteful, all organizations have the right to express their beliefs in a public forum within certain limits. 

To start off our discussion, we need a working definition of “hate”. Many people believe that they have felt hate or at least understand what it is. Looking in the dictionary,
 hate is defined: 1) to have a strong aversion to (2) find very distasteful (3) to express or feel extreme hostility. As everyone interprets feelings and emotions differently, we will settle on a frame of mind that an individual develops. To this end we will define hate as the mindset that you are better than someone else based on appearance, beliefs or practices. Our nation is young, yet no stranger to hate. Slavery and then segregation plagued us for almost two centuries. The bombing of the Federal Building in Oklahoma City and other violent incidents are evidence of domestic discord that has existed in our country since the beginning. Today the rapid exchange of information via different modes allows for the hatred to spread more quickly.

One of the most useful tools we have developed is the computer. In this latter part of the twentieth century we have managed to link computers with telephone lines. This allows us to be connected in ways never before thought possible. These innovations have lead to the Internet and the development of the World Wide Web. An amazing amount of information and unfortunately, junk, is available online. We can use it to do research, to send electronic mail to each other, and to connect with others that have similar interests. Now this is where it starts to get complicated. Although it has been around for quite some time now, there is no government agency that truly regulates the Internet. The Federal Trade Commission (FTC) has some responsibility for it, but it operates with a very narrow focus. That being the case, there are pretty few restrictions as to what can be placed on the Internet. 

Let’s switch gears for a moment here. Hard as it may be to admit, men have always had prejudices and petty feelings. Various reasons exist for that. They feel the need to identify with a group, to have a focus for a lack of success, or feelings of hopelessness. All can contribute to powerful emotions that need to be expressed and require a forum or outlet. In Europe the best example of this in our last 100 years is the rise of extreme nationalist movements such as the Nazis in Germany. They were obsessed with the idea of a superior race and persecuted many minorities. To our great dismay, they did not die out with the end of World War II. In fact they spawned many associated groups here in the United States. Their agenda is not only anti-Semitic, but also racist in terms of color, and anti-homosexual. The Nazi type organizations have blended somewhat with some of our own homegrown groups such as the KKK. The Klu Klux Klan had its origins in the Southern states and remains a force today. Now we have discussed three seemingly different things. How are they actually related?

The first part is easy, our 1st Amendment guarantees the right of freedom of speech to everyone. So while we may not agree with what these organizations have to say, they can say it. Our society has labeled them “hategroups” because their agenda is one of intolerance and often-outright violence to achieve their ends. Moving to the second link in the chain is also simple to understand. Hategroups have something to say and they want everyone to hear it. They are constantly looking for new ways to reach people and spread their ideas. This is where the Internet comes in as the final link in the chain. Newsletters are now less expensive to make and send. Various activities can be coordinated quite easily between individuals and groups that may be great distances apart. What we have today are websites for hategroups with access to all of their propaganda. The current laissez faire attitude regarding the Internet creates a favorable environment for these groups to flourish. There also does not seem to be any plans by any government to seriously interfere or curtail the activities of hategroups that are online. You may ask yourself where that leaves us.

We are now stuck with the moral question of whether it is right to let them have their say or if it is in the best interests of society to repress their ideas. If we did not live in the United States, this would be a much easier question to tackle. Very few countries have the extent of freedoms that we enjoy. It is also a question that we may not be able to adequately answer. Per haps it will be up to future generations to make that determination. What we can do is look at some of the hategroups that are out there as well as groups that oppose them or try to at least keep people objectively informed. Our group will take a look at the websites of hategroups, organizations that oppose them, articles related to this issue and most important of all, at related court cases. To begin to unravel this puzzle we will look into the world of hate websites. Our purpose here is to find out what they are saying and what intentions are behind the rhetoric.

HATEGROUPS ON LINE

  
In today’s society there are many groups that promote different forms of hate and violence.  Many of these hate groups use the technology of computers and the World Wide Web to distribute their hate organizations to the viewing public. In an annual report taken from the Southern Poverty Law Center states that in 2000, there were over 366 online hate web sites. In another site “Hate Groups Proliferate on the Internet, from the associate dean, Rabbi Abraham Cooper, states that last year there were 1,400 online based web sites to a doubled 3,000 for this year.
 Rabbi Cooper also states that more often that not, many of the online hate groups have a severe hatred toward Jews. 

 In Maryland for example there are four different hate groups that describe their groups components online, and are constantly trying to recruit members. The four hate groups that we found in Maryland were Neo-Nazi, Neo-Confederate, Black Separatist, and another group that was contained in the “other” category. The web listing went further in describing where these hate groups existed in Maryland. They ranged from Baltimore, Edgewater, Hagerstown, and Towson just to name the larger regions. In addition, this same site goes into detail about the circumstances of each hate crime act. Most of these range from racial epithets to people attacking the innocent in their homes just because they are from a different race or culture. 

One particular hate group that is online is a group that calls themselves the “American Knights.” In their web site, the viewer can read all about the founding of the group, where they are located, and what they believe in as a group. In their web site they make racial and inappropriate views about the groups of people that they dislike. This group is more or less that of the Klu Klux Klan in that they are a white supremacy and anti-Semitic group. This particular group does have a specific URL where the public can visit to further learn about what the “American Knights” participate in as well as how they can become a member.  Another group that poses their ideas online and tries to attract attention is a Black Separatist group. This group is very close to the American Knights in that they are also a white supremacist group and also includes their ideas on line for the public.  Another online hate group is the Aryan Nations. This particular group was founded in the mid 1970’s and is located in Idaho. There is an estimated following of several hundred people and they are a Neo Nazi, white supremacy group. The Aryan Nations group is anti government and anti Jewish. One statement found on their description page is “ The Jew is like a destroying virus that attacks our racial body to destroy our Aryan culture and purity of our race.
  One disturbing fact about the Aryan Nation is that in 1980 the “Aryan Nation Academy” was established to introduce their philosophy into the minds of young children. The age ranges of these children were from preschool to grade eight. Moreover, these youth conferences, which attracted many types of “skinheads,” held their meetings to coincide with Hitler’s Birthday. Besides using the Internet this hate group uses other media sources such as chat -rooms, e-mail, and videos.  The Aryan Nations group has also had members in common with other large hate groups such as the National Alliance, the KKK (aka the Klan) and the Silent Brotherhood Order.


One other online web site is one that calls themselves the Council of Conservative Citizens. This online hate group was founded in 1985 in St. Louis Missouri, and their leader of the group is Gordon Lee Baum. The background of the hate group is that former activists in the segregation white citizens councils established them. They are also a white supremacy, white separatism group along with being Neo Nazi. Besides the Internet, other online sources that are used by this group are videos, email, and chat rooms where fellow activists can find out more about their organization.

Another Internet hate group is one that calls themselves the World Church of the Creator. They were established in 1973, located in Illinois, and have a leader by the name of Matt Hale. In one article, Hale has stated, “ we recognize the white race as the race that has created all worthwhile culture and progress on this planet.”
  The World Church hate group is a white supremacy hate group that includes mainly white males at great numbers. World Church of the Creator also has International ties, listing web site contacts in countries such as Australia, Netherlands, Canada, France, Norway and Sweden. Through the Internet this hate group organization has been able to maintain foreign ties with the above countries to further the hate groups ideology.


The Hammerskin Nation is another Internet hate group that is located in Dallas and was established in the 1980’s. This particular group is practically all-young white males that are inclined to violence. Like the other hate groups, they are also a white supremacy group, and have been involved in criminal activities such as murder, beatings, and vandalism. The Hammerskin Nation has presently 19 chapters in the United States and is the most respected and feared racist skinhead group in the country. Like the World Church of the Creator hate group, they too have a web site listing in other countries such as Canada, England, France, Netherlands, and Germany. 

Many of today’s web site hate groups hold with a vengeance the hatred of Black racism, Gays and Lesbians, Muslims, Arabs, Christians, and Jews in that there are Holocaust Denial groups. As mentioned above, there are white supremacy, racist, skinheads, Neo-Nazism, and Anti-Semitism groups that post their organizations position in online sites. These same hate groups have set up their web sites to attract more members. One in particular called the National Alliance is currently the largest and most active Neo-Nazi organization in the nation. Their site is one of the best organized and most informative hate sites on the web.  There are other hate group on the web that call themselves “Stormfront,” and the “11th Hour Remnant Messenger” that both have a discrimination for blacks, Jews, and other “non” white groups. 


Hate groups have been bombarding the Internet with its hate propaganda. Using the Internet as a tool has enabled different hate groups to conduct life conservations that take place on extremist Internet Relay Chat channels.
 These hate groups use what is called “USENET,” which is a collection of public discussion groups where people read, write, and respond to messages that are formulated by hate groups. In these discussion groups, haters can debate, rant, and insult their opponents to other hate groups as kind of a chat room. In the hate group society there are also electronic mailing lists that flow through the Internet that act as private bulletin boards. These mailing lists are only available to people that have subscribed to the particular website.  Many hate groups use the Internet today as a way to communicate easily with one another. It is a form of communication that is inexpensive and can sometimes be anonymous to other public extremists.  

One last means of communication that is used with hate groups is email. This allows them to directly send messages to each other directly. However, it is not entirely private. Many times hate groups have to use cryptographic programs, which will convert the messages into secret codes so that anti-hate organizations will not be able to decipher what their plans entail. There has been a large development of web tools that has made it very simple for hate groups to create sites that resemble that of other reputable organizations. As a result, many different hate groups that use the web, can now easily portray themselves as legitimate organizations without being discovered by the wrong people. 

TAKING A STANCE AGAINST HATE

There are many groups or organizations that are against the goals of hategroups. Even the federal government takes an active role in some ways. Most are independent of any government support or control. For the United States government, it is only worth mentioning three ways that they are involved with hategroups. First is the Federal Bureau of Investigation. The FBI is a division of the Justice Department and has the responsibility to investigate all crimes that violate civil rights. In recent years the FBI has had to scramble to develop teams of “cybercops” to monitor activities on the Internet that may be illegal. A large portion of their time is devoted to financial crimes and child pornography. However, many hategroups have serious anti-government rhetoric and are closely monitored. Some groups have even been foolish enough to post a death warrant for public officials on their websites. The FBI has absolutely no sense of humor in those situations. Making specific threats against specific targets is not protected under the First Amendment.
 

The second organization that should be mentioned is the United States Department of Education. This probably would come as a surprise to most people, but it should not. Fundamentally, their goal is to further education, not only in schools, but in everyday American life also. There is an office of Civil Rights within the Department of Education It is their responsibility to provide information to increase awareness in our citizens. They do this through various training programs and presentations as well as brochures and other resources. In order to truly combat hate, we need to broaden people’s perspective and try to eliminate ignorance. If we are to achieve a better understanding of our fellow man it must be through education. The last government apparatus that we would like to mention is the most influential.

Our courts are tasked with interpreting the Constitution and determining the extent of right and wrong in our conduct. The way that we live and operate in our society is constantly shaped by decisions from our court system. They also have the ultimate authority to punish offenders or prohibit conduct. There are many other agencies that are involved in civil rights (such as the Civil Rights Commission). We have mentioned these three for important reasons. The FBI is responsible for enforcement of the law and the courts decide the extent of the law and any punishment. In our point of view, the Department of Education is the most important as it spreads ideas that destroy the basis of platforms built on ignorance. Information is the only way to combat this. There are many non-government organizations that do the same thing.

The American Civil Liberties Union has been long dedicated to protecting the rights of individuals and groups in our country. Not only does the ACLU keep the public informed, they provide legal assistance as well. Many other groups can be found on the Internet today. The Center for Democratic Renewal is a national research institute that is committed to fighting racism. A good website to look at is www.publiceye.org. They are an independent political research association that monitors and analyzes the actions of hate groups. Another well-known group is the Anti-Defamation League. They are primarily concerned with anti-Semitic activities. As you can see, there are many sources for information and assistance in combating hate on the web. 

HATEGROUPS IN THE MEDIA


It is important to look at magazine and newspaper articles that expose the practices of the various established hate group websites. With this in mind, we have found some articles that accurately depict the material published on hate group websites.

The Dallas Morning News published and article on July 6th, 1999 entitled "Hate group honored gunman for his abilities as a recruiter." The article begins: "They call themselves a church. Hate is their religion."
 This is in reference to the white supremacy group World Church of the Creator. In this article the columnist, Stephanie Simon, reveals the evil behind this group and its website. Simon sites the group's leader, Matt Hale, insists his organization does not promote violence, however he teaches, "that whites must one day wipe all other races from the planet." The article talks about Benjamin Nathaniel Smith, a 21 year-old member who was dubbed "1998 Creator of the Year" for his skill in dodging the authorities during a Forth of July expedition that left Smith dead, 2 others killed and seven wounded. 


The WCOTC claims that they lost one of their best propagandists when Mr. Smith shot himself in the head. Hale used the media exposure to plug his website, urging college students and whites to "answer the call for a racial holy war that will prove their own supremacy."
 WCOTC even goes as far as posting a "kiddies Web page" for children to educate themselves on the necessity of a "white nation." This, we feel, is why we hope that ISP will demand hate groups issue a parental notice before entering their website. Why is it necessary for music companies, software companies and pornographic sites to state warnings on their products, yet websites are free to preach and display their message? This is a question that seems practical to almost everybody, however ISP's and the government have yet to make this practice a reality. 


The Hate Directory offers an ideal tool for educating both children and adults on the hazards of racism.
 This publication is released to the public in order to combat hate websites. The directory lists the active and inactive websites, message boards, FTP transfer sites, LISTSERV, IRC, and many other web-based mediums hate groups use to promote their organizations. It also contains a host of websites that combat hate on the net. 
 

"The Harvard Law School Library's Guide to Hate Groups on the Internet" is an excellent example of articles that put hate group websites into perspective. This guide offers the public an opportunity to explore the amount of hate some organizations possess. The editor, who is unnamed, states: "The use of the Internet has brought both unprecedented publishing capabilities and extraordinary information access. Hate groups, that previously were isolated from the mainstream and limited in influence, now have a cheap and efficient way of getting their propaganda to a larger segment of the population. Gone are the days when leaflets would be left on the windshields of automobiles in mall parking lots. Today these organizations not only create home pages that are sophisticated and replete with information, but they use the Internet to communicate and organize with sympathizers via e-mail, USENET groups and listservs."
 In this statement, the author clearly points out some of the reasoning hate group's use when they consider opening up websites.   

Some groups have called for laws or rules that ban hate groups from the Internet. However, the Harvard Law Library's guide is an example of how the online community governs itself. The Harvard Law Library also uses excerpts from the Regan Report as tools to educate the public.


Wired Magazine offers a great forum for readers and editors to express their views on subjects and publish them nationally. In this article the editor, Kristin Spence, explores the horror and evil behind what she calls "the most pernicious and dangerous sites on the Net today." Spence mentions the revisionist, neo-Nazi, antigay, and Christian nationalist sites as well as anti-hate sites such as hatewatch.org. This article, however, points out the importance of viewing these sites and catching a glimpse of the dangerous message some of the sites promote. Spence concludes the article by stating: "it's like planting your chin on Number Four sandpaper - a difficult education, yet an important one."

Just as Wired Magazine plays an important part in publishing web-based information, WiredNews explores the advancement of web-based technology in our world. This article describes the actions taken by the Anti-Defamation League in combating hate through the web. This web-based initiative has helped law enforcement target hate crimes on a local level. 


"The website, which is also open to private citizens, is called the Law Enforcement Agency Resource Network, or LEARN. It features a state-by-state calendar of upcoming extremist events, an interactive map of state hate crime laws, and a database of extremist symbols and literature."


The advantage of LEARN is that law enforcement is prohibited from monitoring a site unless they are suspected of committing a crime, however, the ADL is permitted to do so, thus deeming them a critical resource. 

In conclusion we hope that the addition of magazine and newspaper articles, published both nationally and locally, help "web surfers" identify the motives behind organizations that are committed to hating people based solely on their skin color, religious beliefs and/or political stance.  

THE LEGAL AREANA

The First Amendment of the Constitution reads: “Congress shall make no law respecting an establishment of religion, or prohibiting the free exercise thereof; or abridging the freedom of speech, or of the press, or the right of the people peaceably to assemble, and to petition the Government for a redress of grievances.”

This Amendment has been at the center of heated court battles since its ratification on December 15, 1971 partially because it guarantees freedom of speech, press, religion, and association and assembly in broad terms.  The American justice system has defined the First Amendment more narrowly through cases like Cohen v. California (1971), which is a precursor to the Internet boom but offers valuable information about what constitutes unlawful speech, and the recent case HUD v. Wilson (2000) which sets a precedent by which other courts can reconcile the First Amendment and online hate.  German courts, too, recently made a ruling that affects the international community by attempting to punish those who perpetuate hate online so long as it is accessible by the German people.

Symbolic speech, political speech, speech exhibiting bias or prejudice, and even silence are generally protected under the First Amendment.  Symbolic speech, or speech that communicates an idea through objects such as tee shirts and buttons and actions such as flag burning and picketing is protected.  Protected political speech includes anti- government speech and other speech that upholds unpopular political opinions.  Prejudiced speech, such as anti-religious and racist speech, is protected.  Silence or freedom not to speak is also upheld by the Constitution and that includes the freedom not to pray in schools, salute the flag, or speak to law enforcement with out the presence of a lawyer.

Fighting words and instances where speech is the equivalent of conduct are two exceptions to the First Amendment that might shed some light on the Constitutionality of Hate Websites.  Fighting words is speech defined as being directed at a specific person or group of people and is expressed in a manner which causes an aggressive reaction that tends to provoke an immediate breach of the peace.  If speech reasonably causes a person to feel threatened, intimidated or coerced that speech is deemed the equivalent of conduct is not protected by the Bill of Rights.  According to The Governor’s Task Force on Hate Crimes the “[a] pplication of judgement and experience is needed to determine whether speech or writings constitute a criminal threat or assault.” 
 However, the Task Force lists factors that support a conclusion that speech is synonymous with action.  Hate Websites that might violate the Constitution are ones that direct threats or action at a specific person or use language that places the victim in realistic fear of harm.

The 1971, Cohen v. California, the Supreme Court looked at the case of young man expressing his opinions about the draft in a symbolic way and attempted to decide whether his speech was constitutionally protected or whether it represented an instance of fighting words.  Significant statements were made by the court in their interpretation of the case and of the First Amendment and are still cited today.  In this case, which occurred during the Vietnam era, a 19 year-old man chose to express his opposition to the draft by wearing a jacket with the words “FUCK THE DRAFT. STOP THE WAR” written across the back.  He was arrested and charged with disturbing the peace and with offensive conduct that incites breach of the peace.  He was convicted in the lower courts.  He argued that his right to freedom of expression under the First Amendment had been violated.  The Supreme Court decided in Mr. Cohen’s favor stating that although the expletive was provocative the statement as a whole was neither directed at any specific person or group nor was there any evidence that significant numbers of people would be provoked into physical action by the symbolic speech he employed Offensive speech that arouses emotions is not alone enough to constitute fighting words in the opinion of the court.  One must direct the offensive language at an identifiable person or persons in such a way that the majority of the persons singled out would be impelled to action.

A court case in February 2000, tested the boundaries of First Amendment rights as pertains to the Internet and the decision drew some distinct boundaries for those transmitting hateful messages through Websites.  Ryan Wilson, founder of the neo-Nazi website ALPHA HQ, was brought to trail for posting threats directed at Bonnie Jouhari, a fair housing specialist in Pennsylvania.  On his website he showed pictures of Jouhari’s office being blown up, photographs of her labeled a “race traitor” and added that traitors would be lynched from “the nearest tree or lamppost”. 
He further verbally assaulted Jourhari’s daughter, who is of mixed race, calling her a “mongrel.”  Lawyers for Wilson argued that he had the right under the First Amendment to verbalize his political opinions, however unpopular, about the Fair Housing Act and Jouhari as a political figure.  However, the spokesperson for Jouhari claimed, “It is not a First Amendment Issue.  There are laws against threatening to kill people.” 
 Brian Levin, a law professor at California State University added, “It is against federal law to use a telecommunication device to annoy, abuse, or threaten someone.” 
 The state court in Philadelphia decided that because Wilson’s threats were against a specific person and they reasonably caused the victim to feel threatened, the words were the equivalent of conduct and therefore not protected under the First Amendment.  For the first time in history, legal action was taken to remove a website for its content.  Furthermore, Wilson was ordered to pay 1.1 million dollars in damages to Jouhari and her daughter.  
 In this case, the courts sent a distinct message to website hate groups that although they are in cyber-world, they are not above the laws of the country and they are not more protected under the First Amendment in cyberspace than anywhere else.

AN INTERNATIONAL PERSPECTIVE

The United States is not the only country attempting to crack down on Internet hate that is in violation of the law.  In December of 2000, Bundesgerichtshof, the highest court in Germany, ruled “German law applies even to foreigners who post content on the Web in other countries – so long as that content can be accessed by people inside Germany.”  
 Although German law does not recognize the Constitution of the United States, their ruling is similar to the ruling in the Jouhari case.  Frederick Toben, a German citizen, used an Australian-based website to spread what under the Constitution might be considered slander and inciting the breach of the peace.  The website and his organization, the Adelaide Institute, use false and misleading information to perpetuate the belief that the Holocaust did not occur.  He and his group also post inflammatory remarks about Jews and those who support and give aid to the Jews.  Under German law at the time, they could not prosecute him for violating the German law that makes it illegal to incite racial hatred because the website was foreign based, although seemed to be targeted at Germans.  The German Federal Court of Justice eventually passed the legislation that makes it illegal for anyone o post racially hateful websites where Germans can see it.  In doing this, the courts make it legal to extradite offenders to Germany to face their law, although it is unlikely most countries would comply with either the extraditions or limiting Internet transmissions.  Hans-Gertz Lange, a spokesperson for the criminal investigative agency in Germany, said about the U.S.: “[I] t’s extremely unlikely that they’ll change their laws in accordance with ours.  Their concept of freedom of speech is tied up with their history; our laws against incitement of racial hatred are tied up with ours.” Some Germans, like Toben, question the motive behind the law.  He says, “Germany is trying to rule the whole world again by saying that the people who access the Internet have no choice.”  Rabbi Abraham Cooper of the Simon Wiesenthal Center, an organization that fights hate, contends that the message Germany is trying to send is both valid and their right.  “We have to commend the Germans… for basically saying ‘in our societies, this I how we deal with the problems of hate, racism and Holocaust denial.  You in America have your own laws, but at least respect our values.’”  Although we as a country may be slow to comply with the German law, we are beginning to feel the sting of international hate communities targeting us online and violating the laws of our country.  If we follow in the footsteps of Germany, it may be easier for us to put offenders to justice and stop the messages to which we object with an established legal precedent.

CONCLUSION

Our group feels that while hategroups are not beneficial to society, we should not restrict their right to free speech. We wholeheartedly feel that they are detrimental to society and serve no constructive purpose. Unfortunately, there is no easy solution to the problems that cause people to feel this way. In our country we must endure things that we may find unpleasant (such as online hate). This is one of the prices that we must pay for the freedom that we love so much. To make our position clear, we would like to clarify one thing. The content on hatesites should be restricted in at least one way. Any attempts to encourage or incite violent acts against any individual or group should not be allowed. Currently, law enforcement officials only act upon specific threats and usually against an identified target. In every state there are laws against inciting to riot or violence. While it may be a broad interpretation, we feel it is justifiable. All that we can hope to accomplish is to contribute to better understanding of others and not fall victim to the subtle traps of hate. 
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