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The Web of Hate	





Technology has provided our society with numerous innovations that have been created to improve the quality of life on a daily basis.  One such innovation is the Internet.  The access to a wide variety of information is perhaps the most valuable tool, as well as the most important tool, that we have entering the twenty-first century.  There are virtually no limits on how much can be achieved through the use of the Internet.  This is not, however, necessarily a good thing.  Most people find that offensive material such as child pornography and hate-related propaganda can be viewed by people too easily via the Internet.  While child pornography is a detestable subject, it does not have the sort of appeal that a hate group website does in that there are stricter guidelines preventing individuals from attaining child pornography material from the Internet.  These stricter guidelines include the Communications Decency Act (1995), which forbids the use of the Internet for such purposes as attaining material of a child pornographic nature (Wolf, 2000).  This law can also be used to monitor the hate group websites, but since the law is too broad, it is rarely held up in court. The hate group websites do, however, have a large enough following that there is legislation being formed to specifically target the material on the sites.  Despite the highly offensive nature of hate group websites, the sites should not be censored because the right to free speech must be preserved.  In this paper we will define what is considered to be hateful content; why this hateful content should be protected; what else can be done to monitor this material on the Internet; and when are the people creating and serving these websites to be held legally responsible for the content on them.  


	


HATE AND HATE GROUPS


	It is important to determine what exactly is “hate” and  a “hate group”.  A hate group is an organization of individuals who believe that another group of individuals, be it ethnic or religious or both, is wrong or evil.  The hate group prides itself on the common background of its members who usually share the same religious views as well as ethnicity.  Some well known hate groups include the Ku Klux Klan, neo-Nazis, skinheads, and Aryan Nation to name a few.  These groups are primarily white Christians and oppose blacks, Asians, Hispanics, homosexuals, and Jews.  According to the Anti-Defamation League, there are hundreds of hate groups in the United States alone who maintain websites that are accessed by thousands.  Now that we have defined what a hate group is made up of, we must further look at what hateful material consists of.  Simple opinions of people do not necessarily constitute hate.  You can for instance, have a web site stating that you “hate” a certain music group and this would not necessarily be considered hateful content, because you are allowed to express your opinion of the music that they are making.  However, if you were to attack individuals or specific groups of people for the sole reason of race, religion, or physical and mental characteristics that are beyond their control this would be considered hateful content.  By stating that you hate a music group, you would have had to experience their music and really gotten a feel for it to make a rational argument.  The people that create these web-sites of hate are ignorant because they are simply stating that they hate people that they have not even met or know anything about other than either their race or religion primarily.  





HATE AND THE FIRST AMENDMENT


	Throughout the course of time the government have been regulating everything from how fast we can drive, to how much we can drink before we are considered legally drunk, and not to mention how old we must be before when we can buy our first pack of cigarettes.  With the latest scare that occurred on September 11th of 2001, there was a slight possibility that many Americans males between the ages of 18 and 26 were endanger of a potential draft if it was called for. Under the draft, any American males who are 18 years of age must enlist in the military.  You would have no choice what so ever. If you decide not to go to war you will eventually have to serve time in jail. Ironically, under the law of the government, if you are 18 years old, you are considered old enough to die for our country, but not old enough to drink a beer.  This is just some of the power that the government has over our democratic society.  As decision-makers we give the government most of the power that it currently possesses.  However, our freedom of speech is currently being scrutinized. Many irresponsible parents subject their children to the web-sites unguided.  This lack of guidance leaves kids with the power to view obscene and hateful web-sites that may influence them at their tender ages.  


	The Internet, despite its diversity to teach love and hate, should be protected.  If we allow the government to regulate what sites we can view over the net, then it will be in violation of our First Amendment Rights.  Our First Amendment Rights states that “Congress shall make no law respecting an establishment of religion, or prohibiting the free exercise thereof, or abridging the freedom of speech or of the press, or the right of the people peaceably to assemble, and to petition the government for a redress of grievance” (Control of The…).  “In Virginia (11/24/98), Federal Judge Leonie Brinkema (a former librarian) held that the Loudon County Library’s policy of using filters to censor material on library computers violated First Amendment Rights of adults…”(Control of the…).  As adults we have the right (according to the First Amendment) to view what we please, and express it any way we feel, (with the exception of burning flags) even if it is through the net. 


	People should have the rights to police themselves; we do not need the government to impede in any more of our rights.  Supporters from the web page “Join, Free Speech…” agrees be saying,  “In my opinion, no government has the right, privilege, responsibility, or what ever you want to call it, to regulate the Internet… It is up to the people using the Internet to police themselves and to show responsibility in their uses of the web and Internet.”  Adults must take the responsibility to govern them selves when it comes to what is viewed on the net.  If the government makes the decisions for us, our democracy and our liberation will start to dwindle.


	Children should be protected from obscenity by their parents; it is not the job of the government to strip us of our rights.  For example, encyclopedias are filled with so much information, from sexually related material to violence such as the holocaust (were thousand of people were killed). However, we don’t rip some of the pages out of encyclopedia’s to protect our children from it.  According to “Join, Free, Speech…” they also agree that if you have children, it is your responsibility to make sure that what they see is okay for them.  The COPA (Child Online Protection Act) was passed not to strip us of our First Amendment rights but to help in babysitting our children. With sex offenders lurking through the web, there have been cases were children, those who weren’t monitored, were raped and lost their lives to these predators. As a result of this madness, the government was summoned to help.


Child Online Protection Act (COPA) was passed in November 1998, but was immediately blocked and the injunction was upheld in February 1999 by U.S District Judge Lowell A, Rees, Jr.  The law required purveyors of materials “harmful to minors” to take steps to keep minors from accessing their sites, such as requiring a credit card number for entry (Control of the Internet). 


  


Organizations such as the COPA are good for our First Amendment Rights, because they filter without eradicating these sites from the net.  The supporters for “Control of the…” also agree that filtering techniques work as well as this method and do not impede free speech of adults and web-site operators.  There have also been problems with children in schools and libraries using the Internet for things other than research and schoolwork, such as  viewing pornography and hate sites.  As a result, “The School Internet Filtering Act is another bill that would require all public and school libraries receiving federal funds to install filters on all their Internet terminals, thus creating federal mandate” (Control of the…).  Therefore it is the responsibility not only from the government, but the parents as well need to monitor what their children are viewing. 





ORGANIZATIONS FIGHTING ONLINE HATE


	There are various campaigns that support free speech through the Internet and also feel that it should be protected.  For instance, we have the Green Ribbon Campaign who believe that “the idea that people themselves should be responsible for what they say, not the government” (Join, Free…).  This group highly supports liberation through the net and feels that it is our responsibility as a democratic society to protect from the government.  There is another group called the Golden Key Campaign “that was started as a way to make people aware of their right to privacy and to stop the government from taking that away.” These organizations are for the protection these sites that are considered to be offensive, hateful, and obscene. Therefore, the protection of our First Amendment rights are supported by groups like the Green Ribbon Campaign and the Golden Key Campaign.


	There are many different tools currently developed that help’s to reduce the accessibility to these offensive sites without impeding on our First Amendment rights as adults. For example, there is a something called “keywords”, which disregards any words that are close to words that can access any pornographic sites.  The downside about this technique is that so many different websites are developed each day that it can not keep up with them all.  


	Parents can also purchase something called the “rating system”, which rate each website like a movie.  This system helps to deter children from entering these sites, but still maintains the ability to view what’s desired.  Parents can also purchase a device called a “protocol”, which blocks categories of web of various web communication such as IRC and newsgroups that preach negativity.


	Therefore, hate sites or sites known as offensive, should be protected.  It is a form of freedom speech, which should also be respected by people and the government.  The development of various tools is necessary to protect our children from looking at obscene material that they are not mature enough to handle.  Parents still need to monitor what they children are viewing over the Internet to keep them from being influenced negatively. Therefore, as long as there is freedom of speech, adults should be able to visit any site they choose without having boundaries.   





LEGAL ISSUES


The general consensus is that the material on these hate group websites should be censored.  The public only takes into consideration that these sites say hateful things directed at certain groups who are different than they are.  This rhetoric that the hate sites have does not necessarily deserve to be taken at face value.  The larger picture must be examined.  Hate groups are a despicable and detestable part of society.  They blame ethnic and religious groups for their own shortcomings in life.  They cause emotional distress and fear in many.  Why should their right to free speech be protected?  


	When examining the issue of whether or not a hate group website should be censored, the issue of legality comes up.  Not necessarily whether it is legal to do so, but sometimes liability is a factor.  Liability means the level of responsibility that one has for one’s actions.  Specific threats made on these sites are perhaps the most dangerous aspect of hate sites.  The liability of the group that posted the threat on their website is an issue in the world of information technology and the law.  How responsible is the hate group that made the threat on their website?  


	By today’s legal standards, this is not an easy question to answer.  There have been several incidents in which a threat made on a website has led to legal action.  In 1998, the neo-Nazi group Alpha located in Pennsylvania made very specific threats toward a fair-housing specialist and a member of the Pennsylvania Human Rights Commission.  These two individuals were called “race traitors” by the site, and graphic images were used containing their pictures and descriptions were given of how they were going to be killed. While the captions and pictures were removed from the website, state attorneys proceeded with an injunction to bar these sites from similar activity in the future.  One advocate against hate crimes in Pennsylvania has been state Attorney General Mike Fisher.  "Free speech does not give you the right to threaten to kill someone whether it be through the mail, in person, or on the Internet," said Fisher (Borland, 1998).  Hate e-mails have also become a menacing problem.  A student at the University of California-Irvine sent numerous e-mails containing death threats to 59 Asian college students.  He became the first individual convicted of an online hate crime (Borland).  There have been other incidents involving the Internet and hate crimes, but it has been very difficult to get convictions because of the broad interpretation of the law.  There are, however, other ways to combat hate group websites.  In a case by case scenario, the First Amendment can be dissected and made inapplicable.


	While it is important to maintain the First Amendment, it is important to define the limits of the First Amendment.  There is a fine line between hate speech and intimidating threats.  A threatening private message sent over the Internet to an individual, or even a public message displayed on a web site describing intent to commit acts of racially motivated violence, can be prosecuted under the law. Similarly, harassing speech is not constitutionally protected because the speech in question usually amounts to illegal acts, not just speech.  The First Amendment also does not protect the incitement of violence.  Incitement to violence is when it is asked that the members of the group forcibly attain their goals through violence.  The US Supreme Court ruled in the case of Brandenburg v. Ohio (1969) that there is a line between speech that is "directed to inciting or producing imminent lawless action..." and speech that is not likely to incite such action (Wolf, 2000).  While this statute can be held up in court, it is difficult to prove.  Furthermore, it is important to recognize the distinction between threatening a whole group and an individual.  For example, if a site posts a threat to all homosexuals, technically they have not broken the law.  If a specific name is given in the threat, than legal action can be taken.  This concept is known as group libel.  


	The boundaries of the First Amendment are not always clearly defined.  In many cases, the hate groups can “hide” behind the First Amendment in an effort to get what they want to say into the public.  The law does, however, have some distinct rules as to how the First Amendment can be applied in legal cases.  Specific threats and incitement to violence have no protection and should be punished to the fullest.  Tolerance for these occurrences is minimal.  The fact still remains, however, that no matter how offensive the material is on a hate oriented website, the right to free speech must be preserved.  





WHAT CAN BE DONE TO COMBAT HATE ONLINE?


	Since the conclusion has been reached that regulating the Internet is not legally possible by the government; what can be done to stop hate from being spread over it?  The answer is that private companies and people must step up the fight on the economic and educational fronts.  No matter what we do, as long as censorship is deemed unlawful by the government over the Internet there will always be messages of hate spread around world.  However, society can help keep this to a minimum and keep it away from the impressionable eyes of children.


	How can we prevent a child who types in a query of "churches" on a search engine in order to see some of the magnificent roman cathedrals and ends up at a hate group web site? These groups have begun hiding behind the ideals of religion to spread their views of hate.  One of the largest Internet hate sites is owned by the WCOTC (World Church of the Creator) and has a link called “Creativity for Children” (www.wcotc.com).  This link transports innocent children to a very well disguised forum of games intended to teach hate.  These types of messages are out there, obviously, but we can do something to prevent them from reaching the innocent minds that could potentially be influenced by them.  There are groups that are taking action to make sure that these types of messages have a difficult time to be freely accessible, as the constitution would allow them to be.


	Groups such as the ADL (Anti-Defamation League) and the NAACP (National Association for the Advancement of Colored People) are stepping up their efforts to hinder these web sites from easily being found on the Internet and subsequently viewed.  One of the major ways that they are keeping these sites from easily being found is on the economic front. “If you’re curious to see what food for thought you just might find at www.kike.com, don't waste your time. Although that web address is registered, its owner happens to be the Anti-Defamation League, which has no intention of letting the web site ever see the light of day.” (Schleifer, 2000, p.36).  These groups are buying up racially offensive domain names to keep them out of the hands of groups that would use them to spread their messages of hate in society.  By buying up names such as these you can prevent the ignorant haters that surf the net from typing in a derogatory name for a race or religion on the Internet and then viewing more information that would lead them to further believe in the ideals of hate.  


	Going along with this ability to stop these sites from being able to be searched out on the Internet we have the ability to create more of our own anti-hate sites.  Groups and private individuals are continuing to increase the volume of peaceful and truthful messages of what hate groups are really all about on the Internet.  So now when someone searches hate on a search engine their may be 2000 sites containing actual messages of hateful context, but 100,000 other sites explaining the truth about hate and how wrong it is.  This may be the most powerful weapon society has against these groups.  Not only does it make it harder to find the actual messages of hate, but it also shows the avid support in the world against it and it gives people an outlet to come together to promote peace and harmony.  


	The most extreme method of preventing children and the common public from viewing these sites is by actually creating Internet programs that block sensitive material from appearing on your computer screen. “The ADL has created software called the Hate Filter, which prohibits sites containing certain hateful language from appearing on the screen, but so far it has refrained from calling for legislation that would control speech on the Net.” (Schleifer “Cyber Hate” p.37).  These programs are created by the anti-hate groups and are distributed free of cost to schools and anyone else such as concerned parents from keeping this harmful material away from their children.  Programs such as these are also created to keep people in the work place from viewing explicit material.  These types of Internet filters are increasing in popularity across the private sector of America and helping to preserve the innocence of our computer active youth.  





CONCLUSION


	In conclusion we have found that the web sites of hate groups must be protected in order to live up to the ideals created in the first amendment.  If you are eighteen years of age or older you have the ABSOLUTE right to view any material of interest to you on the Internet.  However, it is the responsibility of parents and school administrators to make sure that the Internet is a safe environment for today’s technology active youth.  Legal responsibility can only be a viable issue pertaining to hate web sites that contain actual threats against certain people.  Most hate web sites do not contain this material, so they are in effect, untouchable by the hand of the law.  However, there are many groups out there that are fighting a different kind of fight in which they are cleaning up the Internet through positive messages and actual filtering software.  The rights of our first amendment are guaranteed. It includes many liberties that society deems necessary for the life we lead as Americans. However, with the good comes the bad, and we cannot threaten our first amendment rights in order to completely abolish the views of a entire nation to stop the ignorant views of a much smaller portion of our great democratic nation.
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